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Foreword  
BCI
The BCI’s 25th Anniversary is not the only  
milestone we are celebrating in 2019.  This  
year also marks the 10th anniversary of the  
BCI Supply Chain Resilience Report.  

This provides the perfect opportunity for the 
BCI’s Thought Leadership team to look back over the responses contained in 
successive reports produced annually since 2009.  The Supply Chain Resilience 
�����������<�H�D�U���7�U�H�Q�G���$�Q�D�O�\�V�L�V���5�H�S�R�U�W���F�R�Q�W�D�L�Q�V���W�K�H���W�U�H�Q�G�V���D�Q�G���N�H�\���¬�Q�G�L�Q�J�V���W�K�D�W���K�D�Y�H��
emerged over the last decade. 

Back in 2009, much of the world was still emerging from the aftermath of the 
Global Financial Crisis, and the responses provided in the original Supply Chain 
�5�H�V�L�O�L�H�Q�F�H���5�H�S�R�U�W���U�H�®�H�F�W���W�K�L�V�������6�L�Q�F�H���W�K�H�Q�����D�V���W�K�H���L�Q�®�X�H�Q�F�H���R�I���J�O�R�E�D�O�L�V�D�W�L�R�Q���K�D�V��
�V�S�U�H�D�G�����V�X�S�S�O�\���F�K�D�L�Q���U�L�V�N�V���K�D�Y�H���U�L�V�H�Q���L�Q���V�L�J�Q�L�¬�F�D�Q�F�H�������0�D�Q�\���R�U�J�D�Q�L�]�D�W�L�R�Q�V���K�D�Y�H��
seen operating activities become more distributed as well as an increased 
�U�H�O�L�D�Q�F�H���R�Q���W�K�L�U�G���S�D�U�W�\���R�U�J�D�Q�L�]�D�W�L�R�Q�V���I�R�U���S�U�R�G�X�F�W�V���D�Q�G���V�H�U�Y�L�F�H�V������

�$���U�H�Y�L�H�Z���R�Y�H�U���V�X�F�K���D�Q���H�[�W�H�Q�G�H�G���W�L�P�H�I�U�D�P�H���D�O�O�R�Z�V���X�V���W�R���U�H�®�H�F�W���R�Q���K�R�Z��
the Business Continuity industry has evolved and adapted to a changing 
threat environment.  The Supply Chain Resilience - 10 Year Trend Analysis 
�5�H�S�R�U�W���P�L�U�U�R�U�V���W�K�H���¬�Q�G�L�Q�J�V���R�I���W�K�H���%�&�,�o�V���P�R�V�W���U�H�F�H�Q�W���+�R�U�L�]�R�Q���6�F�D�Q���U�H�S�R�U�W��
and highlights how novel disruptive threats have grown out of the new 
technologies that drive economic activity.  For example, the report il lustrates 
�K�R�Z���V�X�S�S�O�\���F�K�D�L�Q�V���D�U�H���M�X�V�W���D�V���Y�X�O�Q�H�U�D�E�O�H���D�V���R�W�K�H�U���R�U�J�D�Q�L�]�D�W�L�R�Q�D�O���D�F�W�L�Y�L�W�L�H�V���W�R��
the disruptive impacts of a cyber-attack or data breach.  

The report also reminds us that the consequences of supply chain disruption 
�D�U�H���Q�R�W���F�R�Q�¬�Q�H�G���W�R���O�D�U�J�H���J�O�R�E�D�O���R�U�J�D�Q�L�]�D�W�L�R�Q�V�������2�Y�H�U���W�K�H���������\�H�D�U���S�H�U�L�R�G����
�U�H�V�S�R�Q�G�H�Q�W�V���L�G�H�Q�W�L�¬�H�G���G�H�O�D�\�H�G���F�D�V�K���®�R�Z���D�V���W�K�H���I�D�V�W�H�V�W���J�U�R�Z�L�Q�J���F�R�Q�V�H�T�X�H�Q�F�H��
�R�I���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�������7�K�H���¬�Q�D�Q�F�L�D�O���L�P�S�D�F�W���R�I���D�Q���L�Q�W�H�U�U�X�S�W�L�R�Q���W�R���V�X�S�S�O�\��
�F�R�Q�W�L�Q�X�L�W�\���F�D�Q���T�X�L�F�N�O�\���F�D�X�V�H���P�D�W�H�U�L�D�O���G�D�P�D�J�H���W�R���6�0�(���R�U�J�D�Q�L�]�D�W�L�R�Q�V���Z�K�L�F�K��
often have to operate with limited funding resources.  

�(�Q�F�R�X�U�D�J�L�Q�J�O�\�����W�K�H���U�H�S�R�U�W���F�R�Q�¬�U�P�V���W�K�D�W���P�R�V�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���D�Z�D�U�H���R�I��
these risks and are taking steps to enhance their supply chain resilience.  The 
�D�Q�D�O�\�V�L�V���L�Q�G�L�F�D�W�H�V���W�K�D�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���S�H�U�I�R�U�P�L�Q�J���G�X�H���G�L�O�L�J�H�Q�F�H���G�H�H�S�H�U���L�Q�W�R��
their supply chains, not just addressing direct supplier relationships, but going 
�I�X�U�W�K�H�U���W�R���F�R�Q�V�L�G�H�U���V�H�F�R�Q�G�����W�K�L�U�G���D�Q�G���H�Y�H�Q���¬�I�W�K���W�L�H�U���V�X�S�S�O�\���G�H�S�H�Q�G�H�Q�F�L�H�V������

I would like to thank Zurich, the BCI’s partner in producing the Supply Chain 
Resilience - 10 Year Trend Analysis Report.  I also thank you for reading this  
�U�H�S�R�U�W���D�Q�G���I�R�U���¬�Q�G�L�Q�J���W�L�P�H���W�R���U�H�Y�L�H�Z���W�K�H���%�&�,�o�V���D�Q�D�O�\�V�L�V���I�U�R�P���W�K�H���O�D�V�W���������\�H�D�U�V����

Tim Janes  
Hon FBCI 
Chair of the BCI
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Foreword  
Zurich 
The risk of supply chain disruption has 
become one of the most fundamental risks 
�W�K�D�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���I�D�F�H���D�F�U�R�V�V���Y�L�U�W�X�D�O�O�\���D�O�O��
sectors and Zurich Insurance are delighted 
to extend their sponsorship of the annual 
BCI Supply Chain Resilience report. This 
report analyses the trends noted across the decade since the report’s 
�¬�U�V�W���S�X�E�O�L�F�D�W�L�R�Q���D�Q�G���W�K�H���O�H�D�U�Q�L�Q�J�V���W�K�D�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���F�D�Q���P�D�N�H���I�U�R�P��
them.

In today’s increasingly complex business environment, in-depth 
knowledge of your supply chain and being able to map and understand 
your interdependencies across your primary, secondary and even 
tertiary level suppliers is key to keeping your business operational, 
�P�D�L�Q�W�D�L�Q�L�Q�J���S�U�R�¬�W�D�E�L�O�L�W�\���D�Q�G���N�H�H�S�L�Q�J���\�R�X�U���U�H�S�X�W�D�W�L�R�Q���L�Q�W�D�F�W��

However, in many cases the task of really getting to grips with 
your supply chain is not an easy matter and can quite often be 
overwhelming. For example, do all businesses know who are supplying 
their key components or materials at the primary level? And if they do, 
have they drilled down below that to understand the key suppliers of 
their suppliers (which, in many cases, will be global in nature)?

Although there is increasing awareness of supply chain risk, in all 
�O�L�N�H�O�L�K�R�R�G���Y�H�U�\���I�H�Z���R�U�J�D�Q�L�]�D�W�L�R�Q�V���K�D�Y�H���W�K�L�V���O�H�Y�H�O���R�I���L�Q�I�R�U�P�D�W�L�R�Q���R�U���P�D�\��
not have even thought about it to any great extent, with the knock 
�R�Q���H�ª�H�F�W���W�K�D�W���Q�R���F�R�Q�W�L�Q�J�H�Q�F�\���S�O�D�Q�V���K�D�Y�H���E�H�H�Q���P�D�G�H���L�Q���W�K�H���H�Y�H�Q�W���R�I���D��
major event or disaster.

Following extensive research by the BCI, the purpose of this report 
�L�V���W�R���D�Q�V�Z�H�U���D���Q�X�P�E�H�U���R�I���N�H�\���T�X�H�V�W�L�R�Q�V���I�R�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�R�X�Q�G��
the resilience of their supply chain, in terms of what the current and 
�H�P�H�U�J�L�Q�J���N�H�\���U�L�V�N�V���D�U�H���D�Q�G���Z�K�D�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���F�D�Q���O�H�D�U�Q���I�U�R�P���W�K�H���S�D�V�W��
10 years of research.

The report will also support risk and supply chain managers in the 
�L�G�H�Q�W�L�¬�F�D�W�L�R�Q���D�Q�G���D�V�V�H�V�V�P�H�Q�W���R�I���Y�D�U�L�R�X�V���V�F�H�Q�D�U�L�R�V���D�Q�G�����Z�K�L�O�H���Q�R�W���D�O�O��
�U�L�V�N�V���F�D�Q���E�H���D�Y�R�L�G�H�G�����W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���Z�L�O�O���K�H�O�S���G�H�Y�H�O�R�S���H�ª�H�F�W�L�Y�H���O�R�V�V��
mitigation and reduction strategies.

The good news is that research shows that the number of 
�R�U�J�D�Q�L�]�D�W�L�R�Q�V���H�[�S�H�U�L�H�Q�F�L�Q�J���D�W���O�H�D�V�W���R�Q�H���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q��
has fallen by nearly 16% (15.8%) between 2010 and 2018 (based on 
respondent responses) but, as with all risks, it is far better to be 
proactive than reactive.

Ian McNeil  
�*�O�R�E�D�O���+�H�D�G���R�I���&�X�V�W�R�P�H�U���0�D�Q�D�J�H�P�H�Q�W 
Risk Engineering 
Zurich Insurance Company Ltd.

FOREWORD
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EXECUTIVE SUMMARY

FEWER SUPPLY CHAIN DISRUPTIONS AND DEEPER DUE DILIGENCE: 

56.5% of organizations experienced a disruption in 2018 compared to 72. 3% in 2010, 
a drop of 15.8%. However, the proportion of these disruptions that occur in Tier 1 has 
decreased from 60.1% to 52.1% from 2010 to 2018, compared to a rise from 8.4% to 11.0% 
�L�Q���7�L�H�U���������:�K�L�O�V�W���W�K�H���G�H�H�S�H�U���G�X�H���G�L�O�L�J�H�Q�F�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���Q�R�Z���S�H�U�I�R�U�P�L�Q�J���R�Q���W�K�H�L�U���V�X�S�S�O�\��
chain is to be welcomed, there is clearly still work to be done to ensure better busin ess 
continuity arrangements are in place within the most visible part of the supp ly chain, Tier 1.

SHIFTING THREAT LANDSCAPE: 

Supply chain disruptions such as cyber-attack and data breach and loss of t alent/skills 
have become more evident since 2014.  Consistently high rated causes of disruption include 
unplanned IT and telecommunication outages as well as adverse weather, which has rarely 
�G�U�R�S�S�H�G���I�U�R�P���W�K�H���W�R�S���¬�Y�H���F�D�X�V�H�V����

ISO 22301 LAUNCH CHANGED THE WAY ORGANIZATIONS  
CHECK BUSINESS CONTINUITY ARRANGEMENTS:  

Nearly half (45.2%) of respondents are using this method to check that plan s are in 
place.���7�K�H���Q�X�P�E�H�U���R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V���U�H�T�X�H�V�W�L�Q�J���D�O�L�J�Q�P�H�Q�W���W�R���D���N�Q�R�Z�Q���V�W�D�Q�G�D�U�G���K�D�V���L�Q�F�U�H�D�V�H�G��
from 36.5% in 2012 to 51.0% in 2018. Furthermore, checks as to whether a supplier has 
�F�H�U�W�L�¬�H�G���W�R���D���N�Q�R�Z�Q���V�W�D�Q�G�D�U�G���L�Q�F�U�H�D�V�H�G���I�U�R�P���������������L�Q�������������W�R���������������L�Q������������

TOP MANAGEMENT COMMITMENT TO MANAGING SUPPLY CHAIN RISK REMAINS LOW: 

Those surveyed who believe that their organization’s top management  commitment is 
“low” or “none” has not fallen below 20% since survey conception.

LEVELS OF REPORTING

Percentage of organizations recording, measuring and reporting  
�R�Q���S�H�U�I�R�U�P�D�Q�F�H���D�ª�H�F�W�L�Q�J���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�V

FREQUENCY AND ORIGIN OF SUPPLY CHAIN DISRUPTIONS

�3�H�U�F�H�Q�W�D�J�H���R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V���V�X�ª�H�U�L�Q�J���D�W���O�H�D�V�W���R�Q�H���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q���L�Q���W�K�H���S�D�V�W���\�H�D�U

Percentage of disruptions occurring at Tier 1

58.6%

72.3%

60.1%

73.0%

56.5%

52.1%

2010

2010

2011

2018

2018

2018
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SUPPLY CHAIN RESILIENCE - 10 YEAR TREND ANALYSIS

CAUSES AND CONSEQUENCES OF SUPPLY CHAIN DISRUPTION

�7�R�S���¬�Y�H���F�D�X�V�H�V���R�I���G�L�V�U�X�S�W�L�R�Q����������������������

Emerging causes of disruption

1.
Unplanned IT or 

telecommunications 
outage

Cyber attack and data breach Loss of talent/skills

2. 
Adverse  
weather

3. 
Transport network 

disruption

4. 
Outsourcer 

failure

5. 
Loss of  

talent/skills

80.3%
<€1 million

3.4%
€11-50 million

1.7%  
>€100 million

13.7%
€1-10 million

0.9%
€51-100 million

57.8%
Loss of productivity 

35.9%
Impaired service outcome 

30.8%
Loss of revenue 

23.8%
Damage to brand reputation

41.6%
Increased cost of working 

33.7%
Customer complaints received 

48.6%
<21

11.7%
51-100 

3.3%
501-1000 

4.2%
>1000 

5.4%
Don’t know 

17.9%
21-50 

9.0%
101-500 

80.3%

4
8

.6
%

57.8%

13
.7

%

17.9%

41
.6

%

0.9%

9.
0%

33.7%

3.4%

11.7
%

35.9%

1.7%

3.

3%
4.2% 5.4%

30
.8

%

23.8%

Economic 
consequences  
of disruption  

2010-2017

Consequences  
of disruption  

2010-2017

Organizations’ 
number of key 

suppliers  
2010-2017
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EXECUTIVE SUMMARY

BUSINESS CONTINUITY ARRANGEMENTS AND DUE DILIGENCE

Organizations using ISO 22301 to check business continuity arrangements of supplier s

The frequency that organizations are asked to provide assurance to 
new clients regarding their own business continuity arrangements

The frequency of business continuity featuring in supplier contractual discussio ns

How would you assess your organization’s top level management 
commitment to managing supplier chain risk?

“High”

“Low”

“Every” tender  
(100%) 

Yes, from  
the start 

Yes, when contract  
risk is high 

Yes, but after the purchase 
decision has been made 

No

“Rarely” or  
“Never”

“Majority” of tenders  
(51-99%)

10.4%

36.6% 29.8% 17.7% 23.2%

29.4%27.6%

36.5%

33.5%

20.5%

51.0%

35.1%

21.6%

2012

2013

2013

2018

2018

2018
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BUILDING CYBER RESILIENCE

Levels of 
Reporting2
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LEVELS OF REPORTING

LEVELS OF REPORTING
These questions were only introduced into the Supply Chain Resilience Report in 2010, so all responses in this section 
cover the period from 2010-2018.

MORE ORGANIZATIONS ARE REPORTING ON SUPPLY CHAIN DISRUPTIONS THAN IN 2010

�0�R�U�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���U�H�F�R�U�G�L�Q�J�����P�H�D�V�X�U�L�Q�J���D�Q�G���U�H�S�R�U�W�L�Q�J���R�Q���S�H�U�I�R�U�P�D�Q�F�H���D�ª�H�F�W�L�Q�J���V�X�S�S�O�\���F�K�D�L�Q��
�G�L�V�U�X�S�W�L�R�Q�V���W�K�D�Q���H�Y�H�U���E�H�I�R�U�H�����0�R�U�H���W�K�D�Q���K�D�O�I�������������������R�I���W�K�R�V�H���V�X�U�Y�H�\�H�G���Z�H�U�H���H�Q�J�D�J�L�Q�J���L�Q���V�R�P�H���O�H�Y�H�O��
of reporting in 2010, in comparison to nearly three quarters (73.0%) in 2018. In addition, the scale 
of reporting has increased considerably throughout the last eight years . Firm-wide reporting of 
�V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�V���Z�D�V���F�R�Q�G�X�F�W�H�G���E�\���M�X�V�W���������������R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V���L�Q�������������E�X�W���E�\���������������L�Q��������������
�D�Q���L�Q�F�U�H�D�V�H���R�I�����������������$�O�W�K�R�X�J�K���U�H�S�R�U�W�L�Q�J���R�Q���G�L�V�U�X�S�W�L�R�Q�V���K�H�O�S�V���R�U�J�D�Q�L�]�D�W�L�R�Q�V���J�D�L�Q���Y�L�V�L�E�L�O�L�W�\���R�Y�H�U���W�K�H�L�U��
�V�X�S�S�O�\���F�K�D�L�Q�V�����P�R�U�H���W�K�D�Q���D���T�X�D�U�W�H�U�������������������R�I���W�K�R�V�H���V�X�U�Y�H�\�H�G���L�Q�������������V�W�D�W�H�G���W�K�D�W���W�K�H�L�U���R�U�J�D�Q�L�]�D�W�L�R�Q��
continues not to report on supply chain disruptions, yet this is an improvement f rom just over two 
�¬�I�W�K�V���L�Q����������������������������

Do you record, measure, and report on performance-affecting sup ply chain disruptions  
(i.e. Where an unplanned cost has been incurred or loss of productivity or re venue experienced)?

24.7% 36.7% 38.6%

34.0% 38.0% 28.0%

25.0% 39.0% 36.0%

31.6% 37.8% 30.7%

26.0% 40.0% 34.0%

30.0% 43.0% 27.0%

17.5% 41.1% 41.4%

24.0% 43.0% 33.0%

28.0% 37.0% 35.0%

2012

2016

2013

2017

2014

2018

2011

2015

2010

60 70 9080 1000% 10 20 30 40 50

Firm-wide reporting
Reporting within  

certain departments No reporting

Figure 1. Levels of reporting of supply chain disruptions, in % (2010-2018 )
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LEVELS OF REPORTING

SIZE MATTERS: LARGE ORGANIZATIONS LEAD, BUT SMES MAKE PROGRESS

�r��Large organizations lead, but SMEs are improving reporting levels faster

�r���6�0�(�V���D�U�H���P�R�U�H���O�L�N�H�O�\���W�R���U�H�S�R�U�W���¬�U�P���Z�L�G�H���W�K�D�Q���O�D�U�J�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V

�r  Reporting levels of the public administration sector are most improve d since 2010 but the 
�¬�Q�D�Q�F�L�D�O���V�H�U�Y�L�F�H�V���D�Q�G���,�7���V�H�F�W�R�U�V���P�R�V�W���F�R�Q�V�L�V�W�H�Q�W

 
 
�/�D�U�J�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���P�R�U�H���O�L�N�H�O�\���W�R���U�H�S�R�U�W���R�Q���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�V���W�K�D�Q���V�P�D�O�O���W�R���P�L�G���V�L�]�H�G��
�R�U�J�D�Q�L�]�D�W�L�R�Q�V�����,�Q���������������O�H�V�V���W�K�D�Q���D���W�K�L�U�G�������������������R�I���O�D�U�J�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���L�Q�G�L�F�D�W�H�G���W�K�D�W���W�K�H�\���G�L�G���Q�R�W��
�U�H�S�R�U�W���R�Q���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�V�����Z�K�H�U�H�D�V���P�R�U�H���W�K�D�Q���W�Z�R���¬�I�W�K�V�������������������R�I���6�0�(�V���U�H�S�R�U�W�H�G���Q�R�W��
�G�R�L�Q�J���V�R�����%�\���������������R�Q�O�\���D���T�X�D�U�W�H�U�������������������R�I���O�D�U�J�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���V�X�U�Y�H�\�H�G���G�L�G���Q�R�W���U�H�S�R�U�W���R�Q���V�X�S�S�O�\��
�F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�V�����Z�K�L�O�H���D���W�K�L�U�G�������������������R�I���6�0�(�V���G�L�G���Q�R�W���G�R���V�R�����/�D�U�J�H�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V�����E�\���F�K�D�U�D�F�W�H�U����
have complex, multinational supply chains which require greater management, due diligence and 
�D�F�F�R�X�Q�W�D�E�L�O�L�W�\���D�Q�G���K�D�Y�H���W�H�D�P�V���W�R���P�D�Q�D�J�H���W�K�H���V�X�S�S�O�\���F�K�D�L�Q�����6�P�D�O�O�H�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V���R�I�W�H�Q���G�R���Q�R�W���K�D�Y�H��
�W�K�H���U�H�V�R�X�U�F�H���W�R���K�D�Y�H���D���G�H�G�L�F�D�W�H�G���V�X�S�S�O�\���F�K�D�L�Q���P�D�Q�D�J�H�U���D�Q�G���P�D�Q�\���R�I���W�K�H�V�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V�����S�D�U�W�L�F�X�O�D�U�O�\��
those in a service-orientated industry, have such small supply chains they can be managed by an 
�D�G�P�L�Q�L�V�W�U�D�W�L�R�Q���W�H�D�P���Z�L�W�K�L�Q���W�K�H���R�U�J�D�Q�L�]�D�W�L�R�Q�����+�R�Z�H�Y�H�U�����G�D�W�D���I�U�R�P���W�K�H�������������V�X�U�Y�H�\���V�X�J�J�H�V�W�V���W�K�D�W��
�6�0�(�V���D�U�H���P�R�U�H���O�L�N�H�O�\���W�R���U�H�S�R�U�W���R�Q���G�L�V�U�X�S�W�L�R�Q�V���D�F�U�R�V�V���W�K�H���¬�U�P�������������������W�K�D�Q���O�D�U�J�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V��
�������������������S�H�U�K�D�S�V���E�H�F�D�X�V�H���L�W���L�V���H�D�V�L�H�U���I�R�U���D�Q���6�0�(���W�R���J�D�L�Q���D�Q���R�Y�H�U�Y�L�H�Z���R�I���W�K�H�L�U���H�Q�W�L�U�H���R�U�J�D�Q�L�]�D�W�L�R�Q���L�Q��
�R�U�G�H�U���W�R���U�H�S�R�U�W���Z�K�L�O�H���O�D�U�J�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���P�D�\���I�D�F�H���R�E�V�W�D�F�O�H�V���Z�K�H�Q���D�W�W�H�P�S�W�L�Q�J���L�Q�W�H�U�G�H�S�D�U�W�P�H�Q�W�D�O��
communication.

SOME SECTORS PLAY CATCH UP, ALL SHOW IMPROVEMENT

�5�H�S�R�U�W�L�Q�J���O�H�Y�H�O�V���G�L�ª�H�U���E�H�W�Z�H�H�Q���V�H�F�W�R�U�V���E�X�W���R�Y�H�U�D�O�O�����D�O�O���V�H�F�W�R�U�V���D�U�H���U�H�S�R�U�W�L�Q�J���R�Q���V�X�S�S�O�\���F�K�D�L�Q��
disruptions more than they were eight years ago. In 2010, only just over four in ten (42.9%) public 
�V�H�F�W�R�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V���H�Q�J�D�J�H�G���L�Q���D�Q�\���O�H�Y�H�O���R�I���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q���U�H�S�R�U�W�L�Q�J�����\�H�W���U�H�S�R�U�W�L�Q�J���O�H�Y�H�O�V��
increased to over two-thirds by 2018 (67.2%). 

�7�K�H���¬�Q�D�Q�F�L�D�O���V�H�U�Y�L�F�H�V���D�Q�G���,�7���V�H�F�W�R�U�V���K�D�Y�H���V�K�R�Z�Q���W�K�H���P�R�V�W���F�R�Q�V�L�V�W�H�Q�W���U�H�S�R�U�W�L�Q�J���V�L�Q�F�H���������������Z�K�H�Q���E�R�W�K��
stated reporting levels of seven in ten (71.4% and 70.0% respectively), which approached eight in ten 
(77.0% and 76.2%) in 2018. The sector most likely to report on supply chain disruptions in 2018 was 
manufacturing (82.1%). This is to be expected given the complexity of manufacturing supply chains as 
well as the number of business-critical suppliers involved in the supply chain. Natural disasters such 
as the 2011 Japanese tsunami can have a lasting impact on manufacturers. According to Forbes, the 
�G�L�V�D�V�W�H�U���F�D�X�V�H�G���P�D�M�R�U���V�X�S�S�O�L�H�U���S�U�R�E�O�H�P�V���I�R�U���*�H�Q�H�U�D�O���0�R�W�R�U�V�����Z�K�L�F�K���V�R�X�U�F�H�G���������R�I���L�W�V���S�D�U�W�V���L�Q���W�K�H��
�-�D�S�D�Q�H�V�H���P�D�U�N�H�W�����6�L�[���Z�H�H�N�V���D�I�W�H�U���W�K�H���F�D�W�D�V�W�U�R�S�K�H�����*�0���Z�H�U�H���V�W�L�O�O���O�R�F�D�W�L�Q�J���V�X�S�S�O�L�H�U�V���Z�L�W�K�L�Q���W�K�H���D�U�H�D�����,�Q��
�U�H�V�S�R�Q�V�H���W�R���W�K�H���L�Q�F�L�G�H�Q�W�����*�0���V�R�X�J�K�W���W�R���G�H�Y�H�O�R�S���L�W�V���E�X�V�L�Q�H�V�V���F�R�Q�W�L�Q�X�L�W�\���D�U�U�D�Q�J�H�P�H�Q�W�V���E�\���D�O�L�J�Q�L�Q�J���L�W�V��
�U�H�V�L�O�L�H�Q�F�H���S�U�R�I�H�V�V�L�R�Q�D�O�V���Z�L�W�K���L�W�V���V�W�U�D�W�H�J�L�F���U�L�V�N���G�H�S�D�U�W�P�H�Q�W�����,�Q���������������-�D�S�D�Q���V�X�ª�H�U�H�G���D���P�D�J�Q�L�W�X�G�H����������
�H�D�U�W�K�T�X�D�N�H�����D�Q�G���*�0���Z�D�V���D�E�O�H���W�R���X�Q�G�H�U�V�W�D�Q�G���W�K�H���V�X�S�S�O�L�H�U���L�P�S�D�F�W���Z�L�W�K�L�Q���V�L�[���K�R�X�U�V��

1 www.forbes.com/sites/stevebanker/2016/05/31/general-mot ors-embraces-supply-chain-resiliency/#2c53a4cf3684
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SUPPLY CHAIN RESILIENCE - 10 YEAR TREND ANALYSIS

�0�R�V�W���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�V���R�F�F�X�U���D�W���7�L�H�U���������E�X�W���W�K�H���Q�X�P�E�H�U���W�K�D�W���R�U�L�J�L�Q�D�W�H���D�W���7�L�H�U�������L�V���L�Q�F�U�H�D�V�L�Q�J����
In both 2011 and 2018, the majority of those surveyed reported that the most com mon source of 
supply chain disruptions was Tier 1 (52.1% and 60.1%, respectively). The number of disruptions that 
originate at Tier 3 have also increased, although at a lesser rate than the increase seen at Tier 1. In 
2011, just 8.4% of those surveyed reported that Tier 3 was the origin of a supply chain disruption. 
However, by 2018, this had risen to 11.0%, an increase of 2.6%.  The increase underlines that supply 
chain disruptions are more likely to occur beyond Tier 1 and Tier 2 in today’s interconnected world, but 
�H�T�X�D�O�O�\���L�Q�G�L�F�D�W�H�V���W�K�H���L�Q�F�U�H�D�V�H�G���G�H�S�W�K���R�I���G�L�O�L�J�H�Q�F�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���S�H�U�I�R�U�P�L�Q�J���Z�L�W�K�L�Q���W�K�H�L�U���V�X�S�S�O�\��
chains beyond Tiers 1 and 2.

Considering the supply chain incidents you are aware of in the last 12 months , which of the 
following apply in your experience? (Please indicate the tiers in which y our organization 
experienced supply chain disruption in the past year)

20%

60%

30%

70%

80%

40%

10%

50%

0%

2011

Tier 1

2012 2013 2014 2015 2016 2017 2018

Tier 2 Tier 3 or lower

Figure 4. Origin of supply chain disruptions, in % (2011-2018)

�)�L�J�X�U�H�������G�R�H�V���Q�R�W���L�Q�F�O�X�G�H���U�H�V�S�R�Q�G�H�Q�W�V���I�U�R�P���R�U�J�D�Q�L�]�D�W�L�R�Q�V���W�K�D�W���G�R���Q�R�W���D�Q�D�O�\�V�H���W�K�H�L�U���V�X�S�S�O�\���F�K�D�L�Q���W�R���L�G�H�Q�W�L�I�\���W�K�H��
original source of disruption (Figure 5) 
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40.6%

53.8%
52.1%
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FREQUENCY AND ORIGIN OF SUPPLY CHAIN DISRUPTIONS

�,�Q���D���Z�R�U�U�\�L�Q�J���G�H�Y�H�O�R�S�P�H�Q�W�����P�R�U�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H��not analysing their supply chain to determine the 
original source of disruption now than in 2011. Of those surveyed in 2011, nearly a quarter (23.4%) 
�U�H�S�R�U�W�H�G���W�K�D�W���W�K�H�L�U���R�U�J�D�Q�L�]�D�W�L�R�Q���G�L�G���Q�R�W���D�Q�D�O�\�V�H���W�K�H�L�U���V�X�S�S�O�\���F�K�D�L�Q���W�R���L�G�H�Q�W�L�I�\���W�K�H���R�U�L�J�L�Q�D�O���V�R�X�U�F�H���R�I��
disruption. This rose in 2018 to three in ten (30.3%), an increase on 2017 (27.2%). We would encourage 
�R�U�J�D�Q�L�]�D�W�L�R�Q�V���W�R���D�Q�D�O�\�V�H���W�K�H���R�U�L�J�L�Q���R�I���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�V���P�R�U�H���D�V���L�W���P�D�\���U�H�Y�H�D�O���S�D�L�Q���S�R�L�Q�W�V���Z�L�W�K�L�Q��
their supply chain. 

Considering the supply chain incidents you are aware of in the last 12 months , which of the 
following apply in your experience? (Respondents from organizatio ns that do not analyse their 
supply chain to identify the original source of disruptions)

2011 2012 2013 20162014 20172015 2018

23.4%

12.8%

16.5%
13.6%

31.3%

40.4%

27.2%
30.3%

Figure 5. Organizations that do not analyse their supply chain to identify th e original source 
of disruptions, in % (2011-2018)
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CAUSES AND CONSEQUENCES OF SUPPLY CHAIN DISRUPTION

CAUSES OF SUPPLY CHAIN DISRUPTION
�r  The threat landscape has changed over the past 10 years, with new disruptio ns such as cyber 

attacks being increasingly labelled as a cause for disruption ahead of mo re traditional concerns 
such as a change in government, regulatory position or law

�r  Despite the changing threat landscape, traditional causes of disru ption such as IT outages and 
adverse weather remain at the top of the list for supply chain disruption

�r�����&�K�D�Q�J�L�Q�J���P�D�F�U�R�H�F�R�Q�R�P�L�F���F�R�Q�G�L�W�L�R�Q�V���\�H�D�U���W�R���\�H�D�U���U�H�V�X�O�W���L�Q���V�L�J�Q�L�¬�F�D�Q�W���F�K�D�Q�J�H�V���L�Q���W�K�H���W�R�S�������� 
each year

�2�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���L�Q�F�U�H�D�V�L�Q�J�O�\���E�H�F�R�P�L�Q�J���P�R�U�H���G�\�Q�D�P�L�F���D�Q�G���L�Q�W�H�U�F�R�Q�Q�H�F�W�H�G���W�K�U�R�X�J�K���J�O�R�E�D�O���Y�D�O�X�H��
�F�K�D�L�Q�V���J�O�R�E�D�O���Q�H�W�Z�R�U�N�V�����:�K�L�O�V�W���W�K�L�V���F�D�Q���E�H���E�H�Q�H�¬�F�L�D�O���W�R���R�U�J�D�Q�L�]�D�W�L�R�Q�V���L�Q���P�D�Q�\���D�U�H�D�V�����H���J�����E�\���U�H�G�X�F�L�Q�J��
cost and improving competitiveness), it increases their vulnerabilit y to disruptions. Therefore, it is of 
�S�D�U�D�P�R�X�Q�W���L�P�S�R�U�W�D�Q�F�H���W�K�D�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���L�G�H�Q�W�L�I�\���D�Q�G���X�Q�G�H�U�V�W�D�Q�G���W�K�H���S�R�W�H�Q�W�L�D�O���F�D�X�V�H�V���R�I���G�L�V�U�X�S�W�L�R�Q��
along their multi-layered supply chain network. This will provide a frame work of what causes to focus 
on and consequently put appropriate measures in place to mitigate and manage them, especially for 
critical suppliers. Indeed, this is not an easy task given the increasing complexity of the supply chain 
and the fact that these disruptions are often exogenous.

�2�U�J�D�Q�L�]�D�W�L�R�Q�V���K�D�Y�H���L�G�H�Q�W�L�¬�H�G���D���W�R�W�D�O���R�I���������F�D�X�V�H�V���R�I���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q���V�L�Q�F�H���W�K�H���U�H�S�R�U�W���Z�D�V���¬�U�V�W��
produced ten years ago. The analysis will focus on supply chain disruptions that have been consistent 
�R�Y�H�U���W�K�H���\�H�D�U�V���D�Q�G���W�K�X�V���D�S�S�H�D�U�H�G���D�W���O�H�D�V�W���¬�Y�H���W�L�P�H�V���L�Q���W�K�H���W�R�S���W�H�Q���R�Y�H�U���W�K�H���O�D�V�W���G�H�F�D�G�H����
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SUPPLY CHAIN RESILIENCE - 10 YEAR TREND ANALYSIS

Disruption Value*

1 Unplanned IT or telecommunications outage 98

2 Adverse weather 83

3 Transport network distribution 64

4 Outsourcer failure 63

5 Loss of talent/skills 58

6 Cyber attack and data breach 40.5

7 Insolvency in the supply chain 21

8 New laws or regulations** 20

9 Human illness 14

10 Energy scarcity 13

11 Product quality incident 13

12 Change in government, regulatory position, law 12

13 Currency exchange rate volatility 10

14 Fire 8

15 Health and safety incident 7

16 Earthquake/tsunami 7

17 Industrial dispute 3

18 Lack of credit 3

19 Volcanic ash cloud 3

20 Business ethics incident 2

21 Act of terrorism 2

22 �&�L�Y�L�O���X�Q�U�H�V�W���F�R�Q�®�L�F�W 2

Table 1. Causes of Supply Chain Disruption 2009-2018

����:�K�H�Q���D���G�L�V�U�X�S�W�L�R�Q���D�S�S�H�D�U�V���L�Q���W�K�H���W�R�S���������O�L�V�W�����W�K�H���¬�U�V�W���U�D�Q�N�H�G���G�L�V�U�X�S�W�L�R�Q���L�V���Y�D�O�X�H�G���D�V���p�����q���D�Q�G���W�K�H���W�H�Q�W�K���U�D�Q�N�H�G���L�V��
�Y�D�O�X�H�G���D�V���p���q�����,�I���D���G�L�V�U�X�S�W�L�R�Q���L�V���¬�U�V�W���I�R�U���H�D�F�K���R�I���W�K�H���������\�H�D�U�V���R�I���V�W�X�G�\�����L�W���Z�R�X�O�G���U�H�F�H�L�Y�H���D���P�D�[�L�P�X�P���U�D�Q�N���R�I��������

** In Figures 6A and 6B,‘New laws or regulations’ merged with ‘Change in government, regulatory position, law’ due 
to a change of wording in 2014
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CAUSES AND CONSEQUENCES OF SUPPLY CHAIN DISRUPTION

THE THREAT LANDSCAPE HAS CHANGED OVER THE PAST 10 YEARS

The threat landscape has shifted over the last decade. Whilst the usual/traditional causes (e.g. 
Unplanned IT or telecommunications outages, adverse weather, transport network disruption and 
outsourcer failure) maintain their dominance over the years, new disrupt ions such as cyber attack 
�D�Q�G���G�D�W�D���E�U�H�D�F�K���D�Q�G���O�R�V�V���R�I���W�D�O�H�Q�W���V�N�L�O�O�V���D�U�H���Q�R�Z���P�D�N�L�Q�J���F�R�Q�V�L�V�W�H�Q�W���D�S�S�H�D�U�D�Q�F�H�V���L�Q���W�K�H���W�R�S���¬�Y�H����
�&�R�Q�Y�H�U�V�H�O�\�����V�R�P�H���G�L�V�U�X�S�W�L�R�Q�V���P�D�N�H���®�H�H�W�L�Q�J���D�S�S�H�D�U�D�Q�F�H�V���G�X�H���W�R���P�D�F�U�R�H�F�R�Q�R�P�L�F���R�U���H�Q�Y�L�U�R�Q�P�H�Q�W�D�O��
issues. Insolvency in the supply chain, for example, reached its peak in 2009 as the fourth greatest 
�G�L�V�U�X�S�W�L�R�Q���G�X�U�L�Q�J���W�K�H���J�O�R�E�D�O���¬�Q�D�Q�F�L�D�O���D�Q�G���H�F�R�Q�R�P�L�F���F�U�L�V�L�V�����6�L�Q�F�H���W�K�H�Q�����L�W���K�D�V���Q�H�Y�H�U���U�H���H�Q�W�H�U�H�G���W�K�H���W�R�S��
�¬�Y�H�������6�L�P�L�O�D�U�O�\�����Y�R�O�F�D�Q�L�F���D�V�K���F�O�R�X�G���V�D�Z���D���V�L�Q�J�O�H���D�S�S�H�D�U�D�Q�F�H���L�Q�������������G�X�H���W�R���W�K�H���(�\�M�D�I�M�D�O�O�D�M�Ñ�N�X�O�O���H�U�X�S�W�L�R�Q�V��
in Iceland which caused major air travel disruption for a week in Northern Europe.

THE LANDSCAPE MAY BE CHANGING, BUT IT OUTAGES AND ADVERSE WEATHER ARE 
CONSISTENTLY AT THE TOP OF THE TABLE FOR CAUSES OF DISRUPTION

Unplanned IT or telecommunications outages and adverse weather were consistently ranked as the 
top two causes of supply chain disruption over the past 10 years. After a brief hiatu s from the top 
�¬�Y�H���L�Q���������������������D�G�Y�H�U�V�H���Z�H�D�W�K�H�U���U�H�W�X�U�Q�H�G���W�R���V�H�F�R�Q�G���S�O�D�F�H���L�Q�������������G�X�H���W�R���H�Y�H�Q�W�V���V�X�F�K���D�V���+�X�U�U�L�F�D�Q�H��
Harvey in North America, severe snowstorms in Europe and North America and extreme heatwaves 
�L�Q���$�X�V�W�U�D�O�D�V�L�D�����:�K�L�O�V�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���F�D�Q�Q�R�W���F�R�Q�W�U�R�O���Z�H�D�W�K�H�U���H�Y�H�Q�W�V�����W�K�H�\���F�D�Q���W�D�N�H���Q�H�F�H�V�V�D�U�\���P�H�D�V�X�U�H�V��
to mitigate their impact, such as taking out the right insurance policy and d etermining which critical 
suppliers may be hit by severe weather due to their geographical location.

TRANSPORT NETWORK DISRUPTION IS A REGULAR FEATURE IN THE TOP 10  
– AND COULD CLIMB THE RANKINGS MORE OVER THE NEXT FEW YEARS 

Transport network disruption has consistently featured in the top ten cau ses of supply chain 
�G�L�V�U�X�S�W�L�R�Q���R�Y�H�U���W�K�H���S�D�V�W���������\�H�D�U�V���D�Q�G���K�D�V���P�D�L�Q�W�D�L�Q�H�G���D���S�U�H�V�H�Q�F�H���L�Q���W�K�H���W�R�S���¬�Y�H���V�L�Q�F�H���������������8�Q�O�L�N�H��
disruptions from natural disasters, transport network disruption o ccurs as a subset of certain triggers. 
For example, adverse weather, terrorist attacks and failure of critical in frastructure can all contribute 
�W�R���W�U�D�Q�V�S�R�U�W���Q�H�W�Z�R�U�N���G�L�V�U�X�S�W�L�R�Q�����,�Q���������������®�L�J�K�W�V���Z�H�U�H���J�U�R�X�Q�G�H�G���I�R�U���V�H�Y�H�U�D�O���G�D�\�V���D�I�W�H�U���D���G�U�R�Q�H���H�Q�W�H�U�H�G��
the airspace above Gatwick airport, London which cost businesses over £50m in lost revenue and 
�F�D�X�V�H�G���V�H�Y�H�U�H���O�R�J�L�V�W�L�F�D�O���G�L�V�U�X�S�W�L�R�Q�����$���V�L�J�Q�L�¬�F�D�Q�W���S�R�O�L�W�L�F�D�O���H�Y�H�Q�W�����V�X�F�K���D�V���D���Q�R���G�H�D�O���%�U�H�[�L�W�����D�O�V�R���K�D�V���W�K�H��
potential to cause severe disruption to the road networks (and already is in parts of Northern France 
�G�X�H���W�R���V�W�U�L�N�H�V���I�U�R�P���F�X�V�W�R�P�V���V�W�D�ª���F�U�L�S�S�O�L�Q�J���W�K�H���U�R�D�G���Q�H�W�Z�R�U�N����

OUTSOURCER FAILURE AND LOSS OF TALENT/KEY SKILLS CONTINUE TO FEATURE HIGHLY

Outsourcer failure is the fourth most common disruption for survey respo ndents. In a globalised 
�E�X�V�L�Q�H�V�V���H�Q�Y�L�U�R�Q�P�H�Q�W�����P�D�Q�\���R�U�J�D�Q�L�]�D�W�L�R�Q�V���R�X�W�V�R�X�U�F�H���D�W���O�H�D�V�W���R�Q�H���P�D�M�R�U���E�X�V�L�Q�H�V�V���I�X�Q�F�W�L�R�Q�����F�R�P�P�R�Q�O�\��
�O�R�J�L�V�W�L�F�V�����,�7�����¬�Q�D�Q�F�L�D�O���V�H�U�Y�L�F�H�V���R�U���F�X�V�W�R�P�H�U���V�X�S�S�R�U�W�������:�K�L�O�V�W���W�K�H���F�R�V�W���V�D�Y�L�Q�J���I�U�R�P���R�X�W�V�R�X�U�F�L�Q�J���L�V��
�E�H�Q�H�¬�F�L�D�O���I�R�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V�����L�W���D�O�V�R���H�[�S�R�V�H�V���W�K�H�P���W�R���L�Q�F�U�H�D�V�H�G���Y�X�O�Q�H�U�D�E�L�O�L�W�\���W�R���G�L�V�U�X�S�W�L�R�Q�V�����H�V�S�H�F�L�D�O�O�\���L�I��
they adopt a single supplier model. 

MACROECONOMIC CONDITIONS CAUSE TANGIBLE ISSUES WITHIN THE SUPPLY CHAIN

�$�S�D�U�W���I�U�R�P�������������Z�K�H�Q���K�L�U�L�Q�J���V�W�D�U�W�H�G���W�R���L�Q�F�U�H�D�V�H���S�R�V�W���¬�Q�D�Q�F�L�D�O���F�U�L�V�L�V�����O�R�V�V���R�I���W�D�O�H�Q�W���V�N�L�O�O�V���K�D�V���U�H�P�D�L�Q�H�G��
�L�Q���W�K�H���W�R�S���W�H�Q���V�L�Q�F�H���W�K�L�V���V�X�U�Y�H�\���E�H�J�D�Q�����,�W���K�D�V���F�R�Q�V�L�V�W�H�Q�W�O�\���I�H�D�W�X�U�H�G���L�Q���W�K�H���W�R�S���¬�Y�H���V�L�Q�F�H���������������P�R�Y�L�Q�J���X�S��
to number two in 2016 as the global economy started to face stronger economic hea dwinds such as 
the Brexit vote in the UK, the trade war between the United States and China and increasing political 
tensions in certain areas.
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Change in government, regulatory position, law entered the top ten in 2009 in tenth pl ace, dropped 
�I�R�U���W�K�H���Q�H�[�W���W�Z�R���\�H�D�U�V���D�Q�G���W�K�H�Q���U�H�W�X�U�Q�H�G���D�V���Q�X�P�E�H�U���¬�Y�H���L�Q���������������W�K�H���\�H�D�U���R�I���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V��
�S�U�H�V�L�G�H�Q�W�L�D�O���H�O�H�F�W�L�R�Q�����$�V���Z�H���D�U�H���F�X�U�U�H�Q�W�O�\���Z�L�W�Q�H�V�V�L�Q�J���V�L�J�Q�L�¬�F�D�Q�W���J�O�R�E�D�O���S�R�O�L�F�\���F�K�D�Q�J�H�V���L�Q���P�D�M�R�U���J�O�R�E�D�O��
economies, especially in the area of international trade, it is not surpri sing that its presence in the top 
�W�H�Q���K�D�V���U�H�P�D�L�Q�H�G���F�R�Q�V�L�V�W�H�Q�W���H�Y�H�U���V�L�Q�F�H�����0�R�U�H�R�Y�H�U�����Z�H���D�U�H���D�O�V�R���Z�L�W�Q�H�V�V�L�Q�J���W�K�H���R�Q�J�R�L�Q�J���S�U�R�F�H�V�V���R�I���D��
�S�R�W�H�Q�W�L�D�O���S�R�O�L�F�\���U�H�J�X�O�D�W�R�U�\���F�K�D�Q�J�H���I�R�U���R�S�H�U�D�W�L�R�Q�D�O���U�H�V�L�O�L�H�Q�F�H���L�Q���W�K�H���¬�Q�D�Q�F�L�D�O���V�H�U�Y�L�F�H�V���L�Q�G�X�V�W�U�\���L�Q���W�K�H��
UK, which will have tangible impacts within the supply chain. It is conceivable that similar models could 
be rolled out both to other sectors and other geographies around the world.

EMERGING THREATS NEED TO BE MONITORED CLOSELY

Cyber attack and data breach is one of the key emerging threats, consistently featuring as one of the 
top three threats in the last four years. The emergence of new technologies (suc h as blockchain, the 
�,�Q�W�H�U�Q�H�W���R�I���7�K�L�Q�J�V���D�Q�G���D�U�W�L�¬�F�L�D�O���L�Q�W�H�O�O�L�J�H�Q�F�H�����D�Q�G���G�L�J�L�W�D�O�L�V�D�W�L�R�Q���R�I���V�X�S�S�O�\���F�K�D�L�Q���K�D�V���I�X�U�W�K�H�U���H�[�D�F�H�U�E�D�W�H�G��
�W�K�H���F�\�E�H�U�V�H�F�X�U�L�W�\���F�R�Q�F�H�U�Q���D�Q�G���L�W���L�V���O�L�N�H�O�\���W�R���J�U�R�Z���L�Q���V�L�J�Q�L�¬�F�D�Q�F�H���D�V���F�\�E�H�U���D�W�W�D�F�N�V���D�Q�G���G�D�W�D���E�U�H�D�F�K�H�V��
become more sophisticated over time.  The 2017 Equifax data breach where nearly 150 million 
�U�H�F�R�U�G�V���R�I���G�D�W�D���Z�H�U�H���V�W�R�O�H�Q���L�Q���D���F�\�E�H�U���D�W�W�D�F�N���V�K�R�X�O�G���V�H�U�Y�H���D�V���D���Z�D�U�Q�L�Q�J���W�R���R�U�J�D�Q�L�]�D�W�L�R�Q�V�����H�V�S�H�F�L�D�O�O�\��
given the fact that Equifax argued that the breach originated from third-p arty software it was using. 
�$�G�G�L�W�L�R�Q�D�O�O�\�����J�L�Y�H�Q���W�K�H���L�Q�W�U�R�G�X�F�W�L�R�Q���R�I���*�'�3�5���J�X�L�G�H�O�L�Q�H�V�����G�D�W�D���E�U�H�D�F�K�H�V���Q�R�Z���F�D�U�U�\���Y�H�U�\���V�L�J�Q�L�¬�F�D�Q�W��
�¬�Q�D�Q�F�L�D�O���S�H�Q�D�O�W�L�H�V��
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Figure 6A. Most common causes of supply chain disruptions (2009-2018)
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Figure 6B. Most common causes of supply chain disruptions (2009-2018)

Unplanned IT and  
telecommunications outage

Transport  
network disruption

Adverse  
weather

Outsourcer  
Failure

Cyber attack  
and data breach

Loss of  
talent/skills

Insolvency in  
the supply chain

Change in gov’t,  
regulatory positon, law



23

SUPPLY CHAIN RESILIENCE - 10 YEAR TREND ANALYSIS

CONSEQUENCES OF SUPPLY CHAIN DISRUPTION 
�r�����7�K�H���F�R�V�W���R�I���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�V���K�D�V���L�Q�F�U�H�D�V�H�G���Q�R�W�D�E�O�\���R�Y�H�U���W�K�H���S�D�V�W���¬�Y�H���\�H�D�U�V

�r�����'�H�O�D�\�H�G���F�D�V�K���®�R�Z�V�����Z�K�L�F�K���E�H�F�D�P�H���O�H�V�V���R�I���D�Q���L�V�V�X�H���S�R�V�W���¬�Q�D�Q�F�L�D�O���F�U�L�V�L�V�����K�D�V���E�H�H�Q���L�G�H�Q�W�L�¬�H�G���E�\��
respondents as the fastest growing cause of supply chain disruption ove r the most recent  
�¬�Y�H���\�H�D�U���S�H�U�L�R�G

Loss of productivity (57.8%), increased cost of working (41.6%) and impaired service outcome (35.9%) 
�D�U�H���W�K�H���W�R�S���W�K�U�H�H���L�P�S�D�F�W�V���R�I���V�X�S�S�O�\���F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q���R�Y�H�U���W�K�H���O�D�V�W���W�H�Q���\�H�D�U�V�����,�I���Z�H���F�R�P�S�D�U�H���W�K�H���¬�U�V�W���D�Q�G��
second periods (2009-2013 and 2009-2017) the only disruption which moved places was delayed cash 
�®�R�Z�V�����M�X�P�S�L�Q�J���I�U�R�P���Q�L�Q�W�K���W�R���V�L�[�W�K���S�O�D�F�H���E�H�W�Z�H�H�Q���W�K�H���W�Z�R���S�H�U�L�R�G�V�����0�H�D�Q�Z�K�L�O�H�����O�R�V�V���R�I���S�U�R�G�X�F�W�L�Y�L�W�\��
increased by 5.8%, increased cost of working by 2.9% and impaired service outcome by 1.5%. We will  
be monitoring these changes over the next few years to determine whether these in creases 
�W�U�D�Q�V�O�D�W�H���W�R���K�L�J�K�H�U���¬�Q�D�Q�F�L�D�O���O�R�V�V�H�V���I�R�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V�����)�X�U�W�K�H�U�P�R�U�H�����R�U�J�D�Q�L�]�D�W�L�R�Q�V���P�D�\���V�X�ª�H�U���P�X�O�W�L�S�O�H��
consequences as a result of a single incident of disruption. For example, an impaired service outcome 
might lead to increased customer complaints which could result in damage t o brand reputation 
whereas an unplanned loss of productivity may lead to the delay of a new product and/or further 
damage to brand reputation. 

Which of the following impacts or consequences arose from the supply chai n incidents/
disruptions that your organization experienced in the last 12 months?  

600% 10 20 30 40 50

Damage to brand 
reputation 23.8%

�'�H�O�D�\�H�G���F�D�V�K���®�R�Z�V 25.1%

Shareholder/
stakeholder concern

23.1%

Product release delay 18.9%

Increase in  
regulatory scrutiny

14.5%

Increased cost 
of working 41.6%

Loss of productivity 57.8%

Impaired service 
outcome 35.9%

Customer complaints 
received

33.7%

Loss of revenue 30.8%

Figure 7. Most common impacts of supply chain disruptions, in % (2009-2017 )
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�2�Q���D�Y�H�U�D�J�H�����P�R�V�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V�������������������L�Q�F�X�U�U�H�G���D�Q�Q�X�D�O���O�R�V�V�H�V���R�I���O�H�V�V���W�K�D�Q���b�����P�L�O�O�L�R�Q���G�X�H���W�R���V�X�S�S�O�\��
�F�K�D�L�Q���G�L�V�U�X�S�W�L�R�Q�����+�R�Z�H�Y�H�U�����D���V�L�J�Q�L�¬�F�D�Q�W���P�L�Q�R�U�L�W�\�����������������U�H�S�R�U�W�H�G���P�R�U�H���W�K�D�Q���b�������P�L�O�O�L�R�Q���O�R�V�V�H�V���S�H�U��
annum – and this number has been growing steadily over the 10-year study period. The number of 
�R�U�J�D�Q�L�]�D�W�L�R�Q�V���W�K�D�W���V�X�ª�H�U�H�G���D���V�P�D�O�O���O�R�V�V�������b���P���S�H�U���D�Q�Q�X�P�����G�H�F�U�H�D�V�H�G���E�\�������������Z�K�H�Q���F�R�P�S�D�U�L�Q�J���W�K�H��
�W�Z�R���S�H�U�L�R�G�V�����������������������W�R�������������������������+�R�Z�H�Y�H�U�����W�K�H���Q�X�P�E�H�U���R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V���L�Q�F�X�U�U�L�Q�J���O�R�V�V�H�V���I�U�R�P��
�b���������P���D�Q�G���R�Y�H�U���b�������P���J�U�H�Z���E�\�������������D�Q�G�������������U�H�V�S�H�F�W�L�Y�H�O�\���R�Y�H�U���W�K�H���V�D�P�H���W�Z�R���S�H�U�L�R�G�V�����:�L�W�K���W�K�H��
�L�Q�F�U�H�D�V�H�G���G�X�H���G�L�O�L�J�H�Q�F�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���Q�R�Z���X�Q�G�H�U�W�D�N�L�Q�J���Z�L�W�K�L�Q���W�K�H�L�U���V�X�S�S�O�\���F�K�D�L�Q���W�R�J�H�W�K�H�U���Z�L�W�K��
the introduction of new technologies, we hope that this is a trend that will be re versed over the next 
�¬�Y�H���\�H�D�U���S�H�U�L�R�G����

Figure 8. Average estimated annual 
cumulative losses due to supply chain 
disruptions, in % (2009-2018)
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What would you estimate 
the cumulative cost to your 
�R�U�J�D�Q�L�]�D�W�L�R�Q���R�I���V�X�S�S�O�\���F�K�D�L�Q��

disruption has been over  
the past 12 months?
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13
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SUPPLY CHAIN SIZE AND SCALE 
This question was introduced into the Supply Chain Resilience Report in 2010, so all responses in this section cover the 

period from 2010-2018.

�r�����2�U�J�D�Q�L�]�D�W�L�R�Q�V���K�D�Y�H���I�H�Z�H�U���V�X�S�S�O�L�H�U�V���Q�R�Z���W�K�D�Q���W�K�H�\���G�L�G���¬�Y�H���\�H�D�U�V���D�J�R�����G�H�V�S�L�W�H���L�Q�F�U�H�D�V�L�Q�J��
interconnectedness through the global network.

�r�����$���V�L�J�Q�L�¬�F�D�Q�W���P�L�Q�R�U�L�W�\���R�I���U�H�V�S�R�Q�G�H�Q�W�V�����������������D�U�H���X�Q�D�Z�D�U�H���R�I���Z�K�R���W�K�H�L�U���N�H�\���V�X�S�S�O�L�H�U�V���D�U�H

�2�Y�H�U���W�K�H���������\�H�D�U���V�W�X�G�\���S�H�U�L�R�G�����������������R�I���U�H�V�S�R�Q�G�H�Q�W�V���U�H�S�R�U�W�H�G���W�K�D�W���W�K�H�L�U���R�U�J�D�Q�L�]�D�W�L�R�Q���K�D�V���O�H�V�V���W�K�D�Q��
�������N�H�\���V�X�S�S�O�L�H�U�V�����Z�K�H�U�H�D�V���������������K�D�Y�H���P�R�U�H���W�K�D�Q�����������N�H�\���V�X�S�S�O�L�H�U�V���s���D���G�L�ª�H�U�H�Q�F�H���Z�K�L�F�K���F�D�Q���E�H���O�D�U�J�H�O�\��
�D�F�F�R�X�Q�W�H�G���I�R�U���E�\���U�H�V�S�R�Q�G�H�Q�W�V�o���G�L�ª�H�U�L�Q�J���F�R�P�S�D�Q�\���V�L�]�H�V���D�Q�G���V�H�F�W�R�U�V�����+�R�Z�H�Y�H�U�����D���Q�R�W�D�E�O�H���W�U�H�Q�G���L�V���W�K�D�W��
�W�K�H���V�L�]�H���R�I���V�X�S�S�O�\���F�K�D�L�Q�V���L�V���V�K�U�L�Q�N�L�Q�J�����)�R�U���H�[�D�P�S�O�H�����O�D�U�J�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���Z�L�W�K���O�H�V�V���W�K�D�Q���������N�H�\���V�X�S�S�O�L�H�U�V��
increased by 5.6%, while those with more than 100 decreased by 6.2%. 

�/�L�N�H�Z�L�V�H�����¬�Q�D�Q�F�L�D�O���V�H�U�Y�L�F�H�V�����P�D�Q�X�I�D�F�W�X�U�L�Q�J���D�Q�G���S�U�R�I�H�V�V�L�R�Q�D�O���V�H�U�Y�L�F�H�V���V�H�F�W�R�U�V���H�[�S�H�U�L�H�Q�F�H�G���V�L�P�L�O�D�U��
�W�U�H�Q�G�V�����D���G�H�F�U�H�D�V�H���L�Q���R�U�J�D�Q�L�]�D�W�L�R�Q�V���Z�L�W�K���P�R�U�H���W�K�D�Q�����������N�H�\���V�X�S�S�O�L�H�U�V���D�Q�G���D�Q���L�Q�F�U�H�D�V�H���L�Q���W�K�R�V�H���Z�L�W�K���O�H�V�V��
�W�K�D�Q���������N�H�\���V�X�S�S�O�L�H�U�V�����:�K�D�W���L�V���P�R�U�H���F�R�Q�F�H�U�Q�L�Q�J���L�V���W�K�H�������������R�I���W�K�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���Z�K�R���G�R���Q�R�W���N�Q�R�Z���Z�K�R��
their key suppliers are. Identifying key suppliers when conducting a Business Impact Analysis (BIA) is 
�R�Q�H���R�I���W�K�H���N�H�\���W�D�V�N�V���I�R�U���D�Q�\���R�U�J�D�Q�L�]�D�W�L�R�Q���W�R���F�R�P�S�O�H�W�H���L�Q���R�U�G�H�U���W�R���U�D�L�V�H���W�K�H���O�H�Y�H�O���R�I���W�K�H�L�U���V�X�S�S�O�\���F�K�D�L�Q��
resilience, as suggested in the Good Practice Guidelines (GPG) 2018.
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Figure 9. Organizations’ average number 
of key suppliers, in % (2010-2017)
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How many key suppliers 
do you have?
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SUPPLY CHAIN RESILIENCE - 10 YEAR TREND ANALYSIS

�%�8�6�,�1�(�6�6���&�2�1�7�,�1�8�,�7�<���$�5�5�$�1�*�(�0�(�1�7�6�� 
AND DUE DILIGENCE 
These questions were only introduced into the Supply Chain Resilience Report in 2010, so all responses in this section 

cover the period from 2010-2018.

AWARENESS OF BUSINESS CONTINUITY ARRANGEMENTS IN THE SUPPLY CHAIN IS LOW 

�r����Organizations lack the time and resource to perform deep due diligence (T ier 3 and beyond) 
throughout the supply chain

�r�����2�U�J�D�Q�L�]�D�W�L�R�Q�V���W�\�S�L�F�D�O�O�\���W�D�N�H���D�Q���L�Q�I�R�U�P�H�G���D�S�S�U�R�D�F�K���W�R���G�X�H���G�L�O�L�J�H�Q�F�H���E�D�V�H�G���R�Q���U�L�V�N���S�U�R�¬�O�H

�r�����5�H�J�X�O�D�W�H�G���V�H�F�W�R�U�V���O�H�D�G���W�K�H���Z�D�\���L�Q���V�X�S�S�O�\���F�K�D�L�Q���G�X�H���G�L�O�L�J�H�Q�F�H���G�X�H���W�R���W�K�H���W�K�U�H�D�W���R�I���V�L�J�Q�L�¬�F�D�Q�W��
�¬�Q�D�Q�F�L�D�O���D�Q�G���U�H�S�X�W�D�W�L�R�Q�D�O���G�D�P�D�J�H���L�I���W�K�H�\���Z�H�U�H���W�R���I�D�L�O

�&�R�Q�G�X�F�W�L�Q�J���G�X�H���G�L�O�L�J�H�Q�F�H���R�I���N�H�\���V�X�S�S�O�L�H�U�V���L�V���J�R�R�G���S�U�D�F�W�L�F�H���I�R�U���D�Q�\���R�U�J�D�Q�L�]�D�W�L�R�Q�����D�Q�G���P�R�V�W���O�D�U�J�H�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V��
�Z�L�O�O���K�D�Y�H���F�R�P�S�U�H�K�H�Q�V�L�Y�H���S�O�D�Q�V���L�Q���S�O�D�F�H���W�R���H�Y�D�O�X�D�W�H���W�K�H���H�ª�H�F�W�L�Y�H�Q�H�V�V���R�I���V�X�S�S�O�L�H�U�V�o���E�X�V�L�Q�H�V�V���F�R�Q�W�L�Q�X�L�W�\��
�D�U�U�D�Q�J�H�P�H�Q�W�V�����6�R�P�H���¬�Q�D�Q�F�L�D�O���V�H�U�Y�L�F�H�V���F�R�P�S�D�Q�L�H�V���Z�L�O�O���J�R���D�V���I�D�U���D�V���H�Y�D�O�X�D�W�L�Q�J���V�X�S�S�O�L�H�U�V���D�V���I�D�U���D�V���7�L�H�U�������L�I���W�K�H�\��
�V�X�S�S�R�U�W���D���F�U�L�W�L�F�D�O���V�H�U�Y�L�F�H���Z�K�L�F�K���Z�R�X�O�G���O�H�D�G���W�R���V�L�J�Q�L�¬�F�D�Q�W���¬�Q�D�Q�F�L�D�O���D�Q�G���U�H�S�X�W�D�W�L�R�Q�D�O���G�D�P�D�J�H���L�I���L�W���Z�H�U�H���W�R���I�D�L�O����

Indeed, in an ideal world, all businesses would conduct due diligence on all critical suppliers and their suppliers’ 
�V�X�S�S�O�L�H�U�V�����+�R�Z�H�Y�H�U�����L�Q���W�K�H���U�H�D�O���Z�R�U�O�G�����R�U�J�D�Q�L�]�D�W�L�R�Q�V���O�D�F�N���W�K�H���W�L�P�H���D�Q�G���U�H�V�R�X�U�F�H���W�R���G�R���W�K�L�V�����S�D�U�W�L�F�X�O�D�U�O�\���V�P�D�O�O�H�U��
�R�U�J�D�Q�L�]�D�W�L�R�Q�V�����%�H�F�D�X�V�H���R�I���W�K�L�V�����P�R�V�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���W�D�N�H���D�Q���L�Q�I�R�U�P�H�G���D�S�S�U�R�D�F�K���W�R���S�H�U�I�R�U�P�L�Q�J���G�X�H���G�L�O�L�J�H�Q�F�H��
�E�D�V�H�G���R�Q���U�L�V�N���S�U�R�¬�O�H�����7�K�H���D�V�S�H�F�W�V���W�R���F�R�Q�V�L�G�H�U���F�D�Q���E�H���X�V�H�I�X�O�O�\���F�O�D�V�V�L�¬�H�G���X�Q�G�H�U���D���%�X�V�L�Q�H�V�V���,�P�S�D�F�W���$�Q�D�O�\�V�L�V���D�V��
those that relate initially to the individual supplier/supply and poten tially even just the particular supplier site 
and then to the aggregated risk: 

1. Individual risk considerations

a.�����,�V���W�K�H���V�X�S�S�O�L�H�U���D���V�R�O�H���V�R�X�U�F�H���V�X�S�S�O�L�H�U���D�Q�G���K�H�Q�F�H���W�K�H���U�H�Y�H�Q�X�H���D�Q�G���S�U�R�¬�W�� 
�L�P�S�D�F�W���Z�L�O�O���E�H���V�L�J�Q�L�¬�F�D�Q�W�"

b.  What are geolocational risks such as natural catastrophe or geopolitical risks?

c.�����)�L�Q�D�Q�F�L�D�O���H�[�S�R�V�X�U�H���L�Q���W�H�U�P�V���R�I���J�H�Q�H�U�D�O���L�Q�G�X�V�W�U�\���P�D�U�J�L�Q���D�Q�G���V�S�H�F�L�¬�F�� 
�V�X�S�S�O�L�H�U�V�o���¬�Q�D�Q�F�L�D�O���V�W�D�W�X�V��

d. Capacity utilisation and market availability

e. Relationship with the supplier; are you a customer of choice?

f.   Regulatory and technological restrictions which make replacement mo re 
�G�L�¯�F�X�O�W���H���J�����V�S�H�F�L�D�O�L�V�W���P�D�F�K�L�Q�H���W�R�R�O�V���R�U���P�R�X�O�G�V���W�K�D�W���\�R�X���K�D�Y�H���S�U�R�Y�L�G�H�G�� 
to the supplier

g.  Reputational and information security requirements which make  
replacement more complex

2. Aggregated risk considerations

a.  Accumulated exposures e.g. a substantial part of worldwide capacity for a 
component is in one potential natural catastrophe area or geopolitical are a.

b.  Supplier production site not only produces a tier 1 key component but is also  
involved with sub-component manufacture for other key suppliers.

c.���6�X�S�S�O�L�H�U�V���D�U�H���S�D�U�W���R�I���R�Q�H���¬�Q�D�Q�F�L�D�O�O�\���H�[�S�R�V�H�G���J�U�R�X�S

d.�����2�Y�H�U���U�H�O�L�D�Q�F�H���I�U�R�P���D���¬�Q�D�Q�F�L�D�O���L�P�S�D�F�W���S�H�U�V�S�H�F�W�L�Y�H���R�Q���R�Q�H���O�R�J�L�V�W�L�F�V���S�R�L�Q�W���R�U���S�L�H�F�H���R�I���1�D�W�L�R�Q�D�O���,�Q�I�U�D�V�W�U�X�F�W�X�U�H����

“A key element to understand 
the knock on effects of potential 
supply chain disruption is 
for a business to carry out a 
business impact analysis of its 
supply chain(s). This will allow 
businesses of any kind to look 
at not only individual supplier 
risks but also the accumulation 
aspects which may be present. By 
understanding this risk profile in 
full, resources and efforts can be 
prioritised to address the areas 
of highest risk exposure.”

Sarah Pearson  
Strategic Risk Practice Leader  
Zurich Risk Engineering  
Zurich Insurance plc
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Given the risk-informed approach, it is therefore hardly a surprise that just 7.0% of those surveyed 
reported 100% of suppliers have business continuity arrangements in place to address their own 
needs. The third of respondents who claim 51-99% of their suppliers have business continuity 
arrangements in place is around the mark we would expect. However, the 26.0% of respondents who 
claim that less than 25.0% of suppliers have business continuity arrangements in place for their own 
�Q�H�H�G�V���L�V���D���F�R�Q�F�H�U�Q���D�Q�G���Z�H���Z�R�X�O�G���H�Q�F�R�X�U�D�J�H���W�K�R�V�H���R�U�J�D�Q�L�]�D�W�L�R�Q�V���W�R���H�Q�V�X�U�H���D�W���O�H�D�V�W���W�K�H�L�U���E�X�V�L�Q�H�V�V��
critical suppliers do have a plan in place for failure.

INCREASING USE OF THE ISO22301 STANDARD WITHIN INDUSTRY HAS LED TO AN 
INCREASING NUMBER OF BUSINESSES USING IT TO PERFORM DUE DILIGENCE ON SUPPLIERS

�r����The launch of the ISO 22301 standard in 2012 has seen it being used increasingl y to ensure 
suppliers have business continuity arrangements in place

�r����Organizations are now requesting the detail of suppliers’ entire Busines s Continuity 
�0�D�Q�D�J�H�P�H�Q�W�����%�&�0�����S�O�D�Q���U�D�W�K�H�U���W�K�D�Q���I�X�O�¬�O�O�L�Q�J���D���p�W�L�F�N���E�R�[�q���H�[�H�U�F�L�V�H���W�R���H�Q�V�X�U�H���D���V�X�S�S�O�L�H�U���P�H�U�H�O�\��
has a plan in place

�r����Individual accountability for BC plans within organizations is also c oming to the fore, with an 
increasing number of respondents seeking the credentials of those who run the B CM

 
 
The most commonly requested information from suppliers to verify busine ss continuity arrangements 
are in place is ensuring alignment to a recognised standard with nearly half (45.2%) of respondents 
�X�V�L�Q�J���W�K�L�V���P�H�W�K�R�G���W�R���F�K�H�F�N���S�O�D�Q�V���D�U�H���L�Q���S�O�D�F�H�����7�K�H���Q�X�P�E�H�U���R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V���U�H�T�X�H�V�W�L�Q�J���W�K�L�V���K�D�V��
increased from 36.5% in 2012 to 51.0% in 2018. The increase in the use of this particular method can 
be largely attributed to the introduction of the ISO 22301 standard: 2012 s aw the introduction of 
this new business continuity management system standard and uptake of this has increased to 69.0% 
�R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V�������������������������������D�F�F�R�U�G�L�Q�J���W�R���W�K�H���%�&�,�o�V���+�R�U�L�]�R�Q���6�F�D�Q�������������U�H�S�R�U�W�����$���I�X�U�W�K�H�U���������������R�I��
�R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���S�O�D�Q�Q�L�Q�J���W�R���P�R�Y�H���W�R�Z�D�U�G�V���L�W���W�K�L�V���\�H�D�U���V�X�J�J�H�V�W�L�Q�J���W�K�L�V���P�H�W�K�R�G���R�I���G�X�H���G�L�O�L�J�H�Q�F�H���Z�L�O�O��
increase further over time.
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Figure 10. Number of key suppliers that 
have business continuity arrangements 
in place to address their own needs,  
in % (2011-2017)
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�)�X�U�W�K�H�U�P�R�U�H�����Z�K�L�O�V�W���V�H�H�N�L�Q�J���Z�K�H�W�K�H�U���D���V�X�S�S�O�L�H�U���L�V���F�H�U�W�L�¬�H�G���W�R���D���F�H�U�W�D�L�Q���V�W�D�Q�G�D�U�G���L�V���R�Q�H���R�I���W�K�H���O�R�Z�H�U��
rated options by survey respondents (33.0%), this particular method has seen the greatest increase 
of any other method of due diligence: just 11.8% of respondents used this method i n 2010 when  the 
question was asked compared to 51.0% in 2018 – a compound annual growth rate (CAGR) of 20.1%. 
Such an increase is further testament to the popularly of the ISO 22301 standard compared to its 
predecessor, BS25999-2:2007.

The second most commonly used method to perform supplier due diligence is to che ck an 
�R�U�J�D�Q�L�]�D�W�L�R�Q�o�V���H�Q�W�L�U�H���%�&�0���S�U�R�J�U�D�P�P�H���U�D�W�K�H�U���W�K�D�Q���H�Q�V�X�U�L�Q�J���W�K�H���S�U�H�V�H�Q�F�H���R�I���D���%�&���S�O�D�Q�����5�D�W�K�H�U��
encouragingly, merely checking for the presence of a BC plan has decreased in popularity by over half 
(-51.8%) from 2010-18 compared to an increase of 62.6% to 50.7% of respondents who now check the 
entire programme. This demonstrates a willingness not only to perform a high er level of due diligence 
of the supply chain, but also shows increasing evidence that suppliers have comprehensive BC plans 
available themselves to enable the scrutiny to take place.

The two other points worth noting are the respondents who have selected creden tials of those 
�Z�K�R���U�X�Q���W�K�H���%�&�0���D�Q�G���O�R�R�N�L�Q�J���Z�K�H�U�H���U�H�V�S�R�Q�V�L�E�L�O�L�W�\���I�R�U���%�&�0���L�V���K�H�O�G�����7�K�H�V�H���W�Z�R���U�H�V�S�R�Q�V�H�V���V�D�Z�������\�H�D�U��
CAGRs of 13.1% and 10.7% respectively. These increases tie in with trends we have noticed within our 
�R�Z�Q���P�H�P�E�H�U�V�K�L�S���E�D�V�H�����R�X�U���P�H�P�E�H�U�V���D�U�H���U�H�S�R�U�W�L�Q�J���D�Q���R�U�J�D�Q�L�]�D�W�L�R�Q�D�O���V�K�L�I�W���W�R�Z�D�U�G�V���U�H�V�L�O�L�H�Q�F�H�����Z�L�W�K��
BC increasingly being the responsibility of the board. However, whilst board responsibility might be 
viewed as a positive by some professionals (e.g. increasing the visibility of BC at senior levels), some 
�Z�L�O�O���U�H�T�X�L�U�H���P�R�U�H���Y�D�O�L�G�D�W�L�R�Q���R�I���W�K�H���S�U�R�I�H�V�V�L�R�Q�D�O���L�Q�W�H�J�U�L�W�\���R�I���W�K�R�V�H���Z�K�R���U�X�Q���W�K�H���%�&�0���s���S�D�U�W�L�F�X�O�D�U�O�\���L�I��
those on the board are not BC practitioners.

What information do you seek to better understand the BCM of key suppliers?

“Supply chain resilience should 
be a strategic conversation at 
Board level in addition to being 
fully embedded in key business 
processes such as Business 
Continuity Management, Risk 
Management, Procurement and 
Performance Management.”

Sarah Pearson  
Strategic Risk Practice Leader  
Zurich Risk Engineering  
Zurich Insurance plc
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Figure 11. Information organizations most commonly seek to understan d the BCM of key 
suppliers, in % (2010-2018)
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THE TIMEFRAME FOR REVIEWING SUPPLIERS HAS CHANGED LITTLE OVER THE PAST 10 YEARS

�r����Most respondents report they review their business continuity plan (BCP ) with their suppliers at 
scheduled points during the year

�r����Over 80.0% of respondents do not review plans after a major incident, preferr ing to adhere to a 
structured review cycle

 
 
�7�K�H���W�U�L�J�J�H�U�V���I�R�U���D�Q���R�U�J�D�Q�L�]�D�W�L�R�Q���W�R���U�H�Y�L�H�Z���L�W�V���E�X�V�L�Q�H�V�V���F�R�Q�W�L�Q�X�L�W�\���S�O�D�Q�����%�&�3�����Z�L�W�K���L�W�V���N�H�\���V�X�S�S�O�L�H�U�V���K�D�V���F�K�D�Q�J�H�G��
little over the past 10 years: the highest rated response each year is to carry out the review at contract 
�U�H�Q�H�Z�D�O���W�L�P�H�����D�Q���D�Q�V�Z�H�U���V�H�O�H�F�W�H�G���E�\���������������R�I���U�H�V�S�R�Q�G�H�Q�W�V�����1�H�D�U�O�\���D���W�K�L�U�G���R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V�������������������U�H�Y�L�H�Z��
their BCP at scheduled review meetings, with 28.8% of respondents choosing to review in an ad-hoc way.

�������������R�I���U�H�V�S�R�Q�G�H�Q�W�V���F�O�D�L�P���Q�H�Y�H�U���W�R���U�H�Y�L�H�Z���W�K�H�L�U���S�O�D�Q�V���Z�L�W�K���W�K�H�L�U���V�X�S�S�O�L�H�U�V���s���D���¬�J�X�U�H���W�K�D�W���K�D�V���U�H�P�D�L�Q�H�G��
stable over the 10 year period of this report publication. However, when reviewin g the report data for those 
respondents who never review their plans, the same group also report the lowes t number of disruptions: in 
�������������M�X�V�W���������������R�I���W�K�R�V�H���Z�K�R���Q�H�Y�H�U���U�H�Y�L�H�Z���W�K�H�L�U���S�O�D�Q�V���K�D�G���P�R�U�H���W�K�D�Q���¬�Y�H���G�L�V�U�X�S�W�L�R�Q�V���R�Y�H�U���W�K�H���F�R�X�U�V�H���R�I���W�K�H��
year compared to 15.0% of those who do carry out reviews. Furthermore, the bul k of respondents who claim 
�W�R���Q�H�Y�H�U���U�H�Y�L�H�Z���W�K�H�L�U���V�X�S�S�O�\���F�K�D�L�Q�V���D�U�H���I�U�R�P���V�P�D�O�O�����W�R���P�L�G���V�L�]�H�G���R�U�J�D�Q�L�]�D�W�L�R�Q�V�����������������R�I���U�H�V�S�R�Q�G�H�Q�W�V���Z�R�U�N���I�R�U��
�R�U�J�D�Q�L�]�D�W�L�R�Q�V���Z�K�L�F�K���H�P�S�O�R�\���X�Q�G�H�U���������������S�H�R�S�O�H���Z�R�U�O�G�Z�L�G�H�����D�Q�G�����E�\���F�K�D�U�D�F�W�H�U�L�V�W�L�F�����K�D�Y�H���E�R�W�K���O�H�V�V���F�R�P�S�O�H�[��
supply chains as well as less resource to carry out the reviews.

�3�H�U�K�D�S�V���P�R�U�H���Z�R�U�U�\�L�Q�J���L�V���W�K�H���������������Z�K�R���U�H�Y�L�H�Z���W�K�H�L�U���%�&�3���Z�L�W�K���N�H�\���V�X�S�S�O�L�H�U�V���D�I�W�H�U���D���Q�H�Z���V�L�J�Q�L�¬�F�D�Q�W���H�[�W�H�U�Q�D�O��
�U�L�V�N���W�K�U�H�D�W�����W�K�H���������������Z�K�R���U�H�Y�L�H�Z���D�I�W�H�U���D���P�D�M�R�U���H�Y�H�Q�W���I�U�R�P���W�K�H���R�U�J�D�Q�L�]�D�W�L�R�Q�o�V���H�Q�G���D�Q�G���W�K�H���������������Z�K�R���U�H�Y�L�H�Z��
�D�I�W�H�U���D���P�D�M�R�U���H�Y�H�Q�W���I�U�R�P���W�K�H���V�X�S�S�O�L�H�U�o�V���H�Q�G�����7�K�H�V�H���¬�J�X�U�H�V���K�D�Y�H���U�H�P�D�L�Q�H�G���X�Q�F�K�D�Q�J�H�G���R�Y�H�U���W�K�H���S�U�R�G�X�F�W�L�R�Q��
period of the report. Such statistics suggest that over 80.0% of respondents fai l to perform BCP reviews with 
suppliers after an incident occurring, preferring to adhere to a structured, pl anned approach rather than a 
reactive one. Whilst adopting a purely reactive strategy would not be adv ised, performing a short review 
after an incident in addition to a planned, regular meetings would better prot ect against incidents recurring.

How often do you review your BCP with key suppliers and their capability to mee t them?

�1�H�Z�����V�L�J�Q�L�¬�F�D�Q�W��
external risk/threat

Adhoc

Major change event 
from our end

Major change event 
from their end

At contract renewal

Never

Scheduled review 
meetings

500% 10 20 30 40

19.1%

28.8%

18.4%

16.8%

15.0%

40.4%

31.8%

Figure 12. Frequency of supplier BC arrangement review by purchasing organi zations,  
in % (2010-2018)
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DUE DILIGENCE IS TWO-WAY – BUT BUSINESS CONTINUITY ARRANGEMENTS ARE RARELY 
QUESTIONED BY NEW CLIENTS

�r����27.0% of respondents are asked about BC arrangements for “all” or “the majo rity” of tenders for  
new work

�r����The balance is unfavourable however: 30.0% are “rarely” or “never” asked

 
 
Just 10.4% of respondents claim they are asked about BC arrangements at every tender for new work  
and a further 17.2% are asked in the “majority” of tenders (51-99%): a total of 27.6%. With 29.4% of 
respondents claiming they are either “rarely” asked or “never” asked to provi de assurance of their  
business continuity arrangements, the balance is tipped unfavourably towards lower levels of due  
�G�L�O�L�J�H�Q�F�H�����7�K�H�V�H���¬�J�X�U�H�V���K�D�Y�H���F�K�D�Q�J�H�G���O�L�W�W�O�H���W�K�U�R�X�J�K�R�X�W���W�K�H���������\�H�D�U���S�U�R�G�X�F�W�L�R�Q���W�L�P�H���R�I���W�K�H���6�X�S�S�O�\�� 
�&�K�D�L�Q���5�H�V�L�O�L�H�Q�F�H���U�H�S�R�U�W���D�Q�G���V�X�J�J�H�V�W�V���D���S�R�R�U���O�H�Y�H�O���R�I���F�R�Q�V�L�G�H�U�D�W�L�R�Q���W�R���%�&�0���G�X�H���G�L�O�L�J�H�Q�F�H���D�F�U�R�V�V���W�K�H�� 
�V�X�S�S�O�\���F�K�D�L�Q�����:�L�W�K���E�R�D�U�G�V���E�H�F�R�P�L�Q�J���L�Q�F�U�H�D�V�L�Q�J�O�\���D�F�F�R�X�Q�W�D�E�O�H���I�R�U���R�U�J�D�Q�L�]�D�W�L�R�Q�D�O���U�H�V�L�O�L�H�Q�F�H�����W�K�L�V���L�V���D�� 
trend we hope would improve over coming years.

12.0%

9.9%

19

.9
%

19.5%

10.4%

11
.1

%

Figure 13. Average percentage that organizations have had to provide as surance to new 
�E�X�V�L�Q�H�V�V���F�O�L�H�Q�W�V���W�K�D�W���W�K�H�L�U���R�Z�Q���E�X�V�L�Q�H�V�V���F�R�Q�W�L�Q�X�L�W�\���D�U�U�D�Q�J�H�P�H�Q�W�V���D�U�H���V�X�¯�F�L�H�Q�W���� 
in % (2011-2018)

10.4%
Every tender (100%)

19.9%
Sometimes (25-50%)

9.9%
Not at all (0%)

17.2%
Majority (51-99%)

19.5%
Rarely (1-24%)

11.1%
Don’t know

12.0%
Not applicable

17.2%

When tendering for new 
business clients in the past 12 
months, how often have you 
had to provide assurance to 

clients that your own business 
continuity arrangements  

�D�U�H���V�X�¯�F�L�H�Q�W�"
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BUSINESS CONTINUITY OFTEN ONLY FEATURES IN SUPPLIER CONTRACTRUAL DISCUSSIONS IF 
THE CONTRACT RISK IS HIGH OR AFTER THE PURCHASE DECISION HAS ALREADY BEEN MADE

�r����78.4% say that BC features in supplier contractual discussions, but 44% c laim it only features 
“when contract risk is high” or “after the purchase decision has been made” 

�r����Nearly a quarter (22.0%) indicate that BC does not feature at all 

 
 
Only just over a third (34.1%) of those surveyed indicate that BC features “from the start” of contractual 
discussions with suppliers. Although a further 44.0% state that BC featur es, this is only when contract 
�U�L�V�N���L�V���K�L�J�K�������������������R�U���D�I�W�H�U���W�K�H���S�X�U�F�K�D�V�H���G�H�F�L�V�L�R�Q���K�D�V���E�H�H�Q���P�D�G�H���������������������0�R�V�W���F�R�Q�F�H�U�Q�L�Q�J���K�R�Z�H�Y�H�U���L�V��
�W�K�D�W���M�X�V�W���R�Y�H�U���D���¬�I�W�K�������������������U�H�Y�H�D�O���W�K�D�W���%�&���G�R�H�V���Q�R�W���I�H�D�W�X�U�H���D�V���S�D�U�W���R�I���W�K�H�L�U���F�R�Q�W�U�D�F�W�X�D�O���G�L�V�F�X�V�V�L�R�Q���Z�L�W�K��
suppliers. The BCI’s Good Practice Guidelines (GPG) encourage that assessment of a supplier’s business 
�F�R�Q�W�L�Q�X�L�W�\���S�U�R�J�U�D�P�P�H���R�F�F�X�U�V���E�H�I�R�U�H���F�R�Q�W�U�D�F�W�V���D�U�H���D�J�U�H�H�G���D�Q�G���L�W���L�V���F�R�Q�F�H�U�Q�L�Q�J���W�R���V�H�H���V�X�F�K���D���O�R�Z���¬�J�X�U�H��
here. Failure to do so may result in increased cost if future contract enhancement is required. 

Does business continuity feature as part of your supplier contractual d iscussions?

27.8%

16.5%

21
.6%

34.1%

Figure 14. Average percentage of organizations for whom BC features as pa rt  
of organizations’ contractual discussions with suppliers, in % (2011 -2018)

34.1%
Yes, from the start

16.5%
Yes, but after purchase decision has been made

27.8%
Yes, when contract risk is high

21.6%
No

Does BC feature as 
part of your supplier 

contractual discussion?
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MORE ORGANIZATIONS ARE ASSESSING SUPPLIER’S BUSINESS CONTINUITY EFFECTIVENESS 

�r�����1�H�D�U�O�\���K�D�O�I�������������������R�I���W�K�R�V�H���V�X�U�Y�H�\�H�G���V�D�\���W�K�D�W���W�K�H�L�U���R�U�J�D�Q�L�]�D�W�L�R�Q���G�R�H�V���Q�R�W���F�K�H�F�N���W�K�D�W���W�K�H�L�U��
suppliers’ BCP might work in practice

�r����Most common forms of BCP assessment include “see all documented outcome rep orts and 
�D�F�W�L�R�Q���S�O�D�Q�V�q���������������������p�U�X�Q���M�R�L�Q�W���H�[�H�U�F�L�V�H�V�q�������������������D�Q�G���R�U���p�G�H�V�N�W�R�S���H�[�H�U�F�L�V�H�V�q����������������

 
 
�$�O�W�K�R�X�J�K���Q�H�D�U�O�\���K�D�O�I�������������������R�I���W�K�R�V�H���L�Q�W�H�U�Y�L�H�Z�H�G���U�H�S�R�U�W���W�K�H�L�U���R�U�J�D�Q�L�]�D�W�L�R�Q���G�R�H�V���Q�R�W���D�V�V�H�V�V���L�I��
suppliers’ BCPs work in practice, this was less reported in 2018 (46.7%) than in 2010 (49.7%) showing 
a gradual improvement. However, there is still clearly more to be done. Since 2010, the forms of 
assessment which have seen the biggest increase are running joint exercises (from 13.3% in 2010 
�W�R���������������L�Q���������������D�Q�G���G�H�V�N�W�R�S���H�[�H�U�F�L�V�H�V�����I�U�R�P���������������L�Q�������������W�R���������������L�Q�����������������7�K�H�V�H���¬�Q�G�L�Q�J�V��
�L�Q�G�L�F�D�W�H���W�K�D�W���R�U�J�D�Q�L�]�D�W�L�R�Q�V���D�U�H���L�Q�F�U�H�D�V�L�Q�J�O�\���D�G�R�S�W�L�Q�J���D���F�R�O�O�D�E�R�U�D�W�L�Y�H���D�S�S�U�R�D�F�K���Z�K�H�Q���D�V�V�H�V�V�L�Q�J���W�K�H��
�H�ª�H�F�W�L�Y�H�Q�H�V�V���R�I���V�X�S�S�O�L�H�U�V�o���%�&���S�O�D�Q�V��

How have you checked that suppliers’ BCPs might work in practice?

Desktop exercise

Run joint exercises

Observed exercises 
conducted by suppliers

Workshops

None

Approve pre-test 
�V�F�R�S�H���D�Q�G���V�L�J�Q���R�ª���D�O�O��

post-test reports

See all documented 
outcome reports 
and action plans

60500% 10 20 30 40

17.1%

18.4%

14.3%

13.8%

13.4%

49.9%

29.1%

Figure 15A. How organizations have checked that suppliers’ BCPs might w ork in practice,  
in % (2010-2018)
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25.6%

20.2%

12.7%

14.0%

16.0%

16.0%

15.7%

15.8%

17.6%

13.1%

14.2%

12.3%

9.8%

14.8%

12.0%

15.7%

13.7%

18.2%

19.8%

21.7%

15.1%

14.8%

8.5%

11.3%

7.8%

7.9%

35.6% 25.6% 46.7%

22.4%

20.0%

25.6%

20.1%

31.5%

40.2%

33.5%

33.3%

14.6%

11.7%

11.9%

16.0%

17.2%

17.6%

11.2%

22.0%

11.3%

16.1%

19.5%

18.4%

22.5%

17.1%

13.3%

47.4%

57.0%

56.5%

52.6%

49.0%

41.2%

49.4%

49.7%

2012

2016

2013

2017

2014

2018

2011

2015

2010

Desktop exercise

See all documented outcome 
reports and action plans

Observed exercises  
conducted by suppliers

Workshops

Run joint exercises

Approve pre-test scope and 
�V�L�J�Q���R�ª���D�O�O���S�R�V�W���W�H�V�W���U�H�S�R�U�W�V

None

Figure 15B. How organizations have checked that suppliers’ BCPs might w ork in 
practice, in % (2010-2018)

60 70 9080 1000% 10 20 30 40 50

Respondents could select multiple answers
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TOP LEVEL MANAGEMENT COMMITMENT TO MANAGING SUPPLIER CHAIN RISK  
REMAINS UNCHANGED

�r����Those surveyed who believe that their organization’s top management  commitment is “low” or “none” 
has not fallen below 20% since survey conception

�r�����1�R���V�L�J�Q�L�¬�F�D�Q�W���F�K�D�Q�J�H���L�Q���W�R�S���O�H�Y�H�O���P�D�Q�D�J�H�P�H�Q�W���F�R�P�P�L�W�P�H�Q�W���V�L�Q�F�H���W�K�H���T�X�H�V�W�L�R�Q���Z�D�V���L�Q�W�U�R�G�X�F�H�G���L�Q����������

 
 
�,�Q���������������������������R�I���W�K�R�V�H���V�X�U�Y�H�\�H�G���V�W�D�W�H�G���W�K�D�W���W�K�H�\���Z�R�X�O�G���D�V�V�H�V�V���W�K�H�L�U���R�U�J�D�Q�L�]�D�W�L�R�Q�o�V���W�R�S���P�D�Q�D�J�H�P�H�Q�W��
commitment as “high” or “medium”, the highest percentage since the questio n was introduced in 2013. 
It is an improvement on 2017 (70.6%) and 2016 (70.0%). However, nearly a quarter (22.5%) still rate their 
�R�U�J�D�Q�L�]�D�W�L�R�Q�o�V���W�R�S���P�D�Q�D�J�H�P�H�Q�W���F�R�P�P�L�W�P�H�Q�W���D�V���p�O�R�Z�q���R�U���p�Q�R�Q�H�q�����:�H���Z�R�X�O�G���K�R�S�H���W�R���V�H�H���W�R�S���P�D�Q�D�J�H�P�H�Q�W��
commit further to managing supply chain risk over time in order to achieve a more resi lient  
�R�U�J�D�Q�L�]�D�W�L�R�Q���R�Y�H�U�D�O�O����

�7�K�H�U�H���L�V���D�O�V�R���F�R�U�U�H�O�D�W�L�R�Q���E�H�W�Z�H�H�Q���W�R�S���O�H�Y�H�O���P�D�Q�D�J�H�P�H�Q�W���F�R�P�P�L�W�P�H�Q�W���D�Q�G���Z�K�H�W�K�H�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V�� 
report or monitor supply chain disruptions. In 2018, of those who stated top -level management  
�F�R�P�P�L�W�P�H�Q�W���Z�D�V���p�K�L�J�K�q���R�U���p�P�H�G�L�X�P�q�����R�Q�O�\���������������U�H�S�R�U�W�H�G���W�K�D�W���W�K�H�L�U���R�U�J�D�Q�L�]�D�W�L�R�Q���G�L�G���Q�R�W���U�H�S�R�U�W���R�U�� 
monitor supply chain disruptions. Comparatively, of those who state d that top level management 
commitment was “low” or “none”, nearly half (46.4%) did not report or monitor s upply chain disruptions.  
This trend is also present in the 2013 and 2015 surveys. At the very least, this correlation suggests that 
top level management commitment may lead to greater visibility of supply chai n disruptions across the 
�R�U�J�D�Q�L�]�D�W�L�R�Q�����R�U���J�U�H�D�W�H�U���D�G�R�S�W�L�R�Q���R�I���E�H�V�W���S�U�D�F�W�L�F�H���E�H�K�D�Y�L�R�X�U�V��������

How would you assess your organization’s top level management commitm ent to managing supplier 
chain risk?

33.5%

40.6%

27.4%

32.6%

28.6%

35.1%

43.8%

30.3%

42.6%

42.3%

39.0%

41.9%

20.5%

26.1%

29.2%

22.9%

29.1%

21.6%

2015

2016

2017

2014

2018

2013

High NoneMedium Low

Figure 16. Top level management commitment to managing supply chain risk , in % 
(2013-2018)
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Table 1. Number of respondents, Supply Chain Resilience survey

Total number of respondents 

����

 

 
Year  

 

 
Number of  

respondents  

 

 
Number of  
countries  

 

 
Number of  

industry sectors  

2009 201 - 15

2010 310 35 15

2011 559 62 14

2012 532 68 15

2013 519 71 15

2014 525 71 14

2015 537 67 14

2016 526 64 15

2017 408 64 14

2018 589 76 15
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